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— Production Impacts

Sisyphus has found:
Malfunctions:
disks, controllers, network interfaces, power supplies, memory
Misuse:
RAID stripe imbalance, inappropriate remote monitoring
Misconfigurations:
BIOS, RAID controller, inconsistent software versions, config
typos
Which has enabled focused reactive and proactive responses.

Deployments:
SNL: Red Storm, Thunderbird, Spirit, TLCC, Corporate IT
LANL /monitoring suite]: TLCC, Roadrunner

450 Downloads (as of 5/5/08)

See http.//www.cs.sandia.gov/sisyphus for more info.
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Jul 161
Jul 161
Jul 16 10:00:0
Jul 16 1
Jul 161
Jul 161
Jul 161
Jul 16 1
Jul 161
Jul 161
Jul 161
Jul 16 1

nfo INT_DG M
nfo INT_DG L
al7 info INT_DG Dat
nfo INT_DG Dat
nfo INT_DG Da ed di 58 | T
Tinfo INT_DG L e : ObO( I O J DELR:0, DERR:
nfo INT_DG L e - 1)) A0, :0, DE DELRH DERER.:
nfo INT_DGLC isk: 3 C () () 7 LR: 3
nfo INT_DG Data recovere
7 info DMT_EMT EMT ver
info DMT_EMT EMT ver
nfo DMT_EMT EMT ver
Jul 161 nfo DMT_EMT EMT verify reass : N7, .
Jul 16 10 nfo D\IT E\IT EMT verify reassign 1: LUN 7 : ] L0 DELRH DERR..
Jul 161 (0.1.0 a]7 0 D “MT verifv reassis - UN T ] 5 ] 10 DELE-0, DERR:0
Jul 16 1 i
Jul 16 1 i
16 1050, Syslogs are:
Jul 161 A

B i oo Ubiquitous! Informational! Repetitive! Vast!

o Il P B P B P B B B B B B I

Jul 161
Jul 16 1
Jul 16 1
Jul 16 10:00
Jul' 161 = =

mm® But how do you find the few lines of key

Jul 161 n n ]

e information among thousands of log files and
Jul 16 10:001 i : : 2709
mgtd  millions of lines of time-stamped text??*

Jul 161

Jul 16 10:00:07 TO 0 Tocar; o INT D0

Jul 161 . : nfo INT_DG L

Jul 161 1049 1o nfo INT_DG LC

Jul 16 10:00:0 1049 nfo INT_DG L

Jul 161 1049 I nfo INT_DGLC

Jul 16 1 7 10. 7 info INT_DGELC

Jul 16 10:00:0 . 0C mm INT_| D{r [

Jul 16 1

Jul 161 . 9 loc i

Jul 161 710.1.049 I nr'n D.\-‘IT_E.\-‘IT E.\-‘IT VEI

Jul 161 1049 I nfo DMT_EMT EMT ve

Jul 16 1 1049 I nfo DMT_EMT EMT v

Jul 161 1049 I nfo DMT_EMT EMT ve

Jul 161 710.1.049 lo nfo DMT_EMT EMT ver

Jul 161 1048 nfo DMT_EMT EMT ver

Jul 161 (0. nfo DMT_EMT EMT ve
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2> Anomaly Detection in System Logs

Goal:

Automatically detect “alerts” in system logs
(messages of interest, eg malfunction or misuse).

Approach:

Similar computers correctly executing similar work
should produce similar logs
(anomalies are “interesting”).

Measure:

Quantify detection performance, using known
signatures (regular expressions) as ground truth.
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> Nodeinfo Algorithm

1. Group messages from N nodes over H hours into
NH nodehour “docs” (docs/YYYY/MM/DD/HH/NODE)

2. Index to form term-doc matrix X T
(M terms by NH nodehours)  eg. “0003error”

3. Form term-node index Y (M terms by N nodes)

N

4. Using Y, calculate term information weights G 1
(M by M dlagOna|) g"_1+zoggNzl’i.il"(Jz(Pi.z‘)

j=1

g Yij
ij N
2,1:1 Yij

5. Rank docs by column magnitudes of G log,(X)

M
nodeinfo; = \JZ(QzZOQQ(mi.7))2
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< /_} Term Information Weights G

g =1 /

if term i occurs on only
one node

g =0
if term i is distributed
equally across all nodes

Term Nodewise Information Weight

1e+01 1e+03 1e+05 1e+07

H ig h 'i nfO rm ati O n te rmS Term Total Occurences [one point per term)

occurring many times 1 i loga (s
Pijt0g2(Pij

o i =1
are most significant. I " logaN e

Pij = N



0003error vs 0006error

20 23:46:42 sn105/sn105 Event Log
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20 23:46:43 sn105/sn105 Event Log

pos word host info count

9 laus attach: 0.00 |

10 No 0.00 |

11 such 0.00 l

12 device 0.00 l

3 error 944 1934
Not always an alert!

4 Fatal 391 15

6  error, 391 15
Always an alert!

7 unable 992 967

9 read 992 967

10 inode 992 967

11 block 9.92 967

In above

messages

support

host welght

248058
248058
248058
248058

2810440

15
15

1281749
1281749
1281749
1281749

Across all
docs

0.001628
0.001628
0.001628
0.001628

0.864250

1.000000
1.000000

1.000000
1.000000
1.000000
1.000000

host count

508
508
508
508

508

I
I
I
I

Out of
512 hosts
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Reboots cause bursts of
messages, most of which ,
are not important. essor 3/ 000001007ffea000

CPU#2

But in this case, there was an
inconsistent BIOS setting!

“0001kernel:” is occurs in
many alerts, and many non-
alerts (and contributes to | map{>}=-
false alarms if not ignored). mapping CPU#2's runqueue to CPU#3's runqueue,

pos word host_info count support host weight host count time weight ime count doc weight doc _coun

1 Kkernel: 7.63 389 6966438 0.886604 512 0445072 247 0.692564 4147
2 CPUI: 0.00 | 1286 0.009201 511 0.696248 40 0424128 1272
8 CPU#2 0.00 1 2 1.000000 1 0.887916 2 0944112 2
2 CPU2 0.00 I 2 1.000000 1 0887916 2 0944112 2
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Nodehour Information Magnitudes
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- - Fault Nodehour
MNaon-Fault Nodehour
l-:_n—a-:hll-h..
1
‘. 1
P
_ ; P
1
l- l- | .
1
T T T I I
May 02 May 07 May 12 May 17 May 22

Time [one dot per nodehour]

Nodeinfo outperforms bytes.
Hourinfo and Docinfo do not.
Nor does tf.idf weighting (not shown).

Precision

=
-

0.8

0.6

04

0.2

0.0

— — NOGE
— hour

- hodehour
— hytes

05,075

Recall=TP/(TP+FN)
Precision=TP/(TP+FP)
False positive rate =
FP/(TN+FP)

0.0 0.2 04 0.6 0.6 1.0
Recall
M

nodeinfo; = Z(gilogg(a:ij))Q
i=1
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512 node Linux cluster, 365 of 243k nodehour logs contain alerts.

Bytes only detects message o [ — — nose
bursts (alerts, or not).

— Wnode
-- ‘Wnodel
— hytes

2 | ’l ’;,::'11. l-l\ % 05,075
Nodeinfo detects more types /0
= \ 2
of alerts.” Vi

Recall=TP/(TP+FN)

L Precision=TP/(TP+FP)
False positive rate =
FP/(TN+FP)

Precision
i

04

Word position information is
significant.
(terms vs words)

S

0.0
I

I
0.0 0.2 04 0.6 0.8 1.0

Ignore first words (dashed).

(set g;=0 for “0001" terms) * 75% precision at 50% recall,
corresponding to an excellent

false-positive rate of 0.05%.
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Open Questions

Would a combination of nodeinfo and timeinfo and
docinfo would be more effective?

Are we destroying too much context by capturing only
word position information?
(e.g. explore term n-grams or message n-grams?)

Terms are regular expressions (RE’s) plus position
information - what a pain to use and tune!
- Are terms too burdensome in practice?
- Are RE’s rich enough to describe all anomalies
of interest?
E.g. how to predict them before they occur???
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Nodeinfo is computationally simple and effective
at detecting a wide range of alert messages.

Sisyphus is used on production supercomputers
at SNL, and is publicly downloadable (LGPL) at
http://www.cs.sandia/gov/sisyphus.

Logs are a rich mountain to mine for resilience!
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Extra slides follow...
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« t’_j /?“ @ https:/ /rssweb.sandia.gov/ddn/docs.html N W e ' mesa verde Q,
Q Sisyphus - Document Selection & Q Sisyphus - Document Analysis & Q Sisyphus - Document Analysis & hd
ddn | goto destination | i e

Date: start: ~ |2007/07/01 10:00:00 |,
SIop: |2007/07/31 11:00:00

[P
'] Aim
1 1
-
Hod Inlorralon "eighl
ae an
1 1
Lﬁ -
n
e a N Lo
o T
e
#
4 a

Host(s): (not [7) | L . ' o T3 .,
Word(s): for ) | ,-Iﬂiﬂm“-mﬁ bt i e ID 5 Lo .
Display top NZIlOO sorted by I host_info ~| I Desc. ~| e .:. u »a ot "“"m“:“’ et

List: Documents | m Displaying 100 of 42908 docs. 0 selected. (0 Khytes) [HELP] [change settings _..‘\na]}.'zc: Templates I Msgs. Terms I m

1. Which log files contain useful information?
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Sisyphus - Document Selection | &=
« @ A @ https:/ /rssweb.sandia.gov/ddn/docs.html 3w T mesa verde Q,
9 Sisyphus - Document Selection & Q Sisyphus - Document Analysis & Q Sisyphus - Document Analysis & hd
ddn files words
|goto destination v IE el
1] o]
. A i,
Date: start: ~ |2007/07/01 10:00:00 | £ ' 3 gdee
L E 34 L E . Ya g G
SIop: [2007/07/31 11:00:00 .- . | (G L)J | : 3 R 2 SF v

Host(s): (not [7) | 1, oo T

Word(s): (or ) | o Mm.......‘..._.m 2] S too

Display top N:|100 sorted by I host_info j I Desc. j a - t"" > - - - - -

| : Ime o
List: Documents | m Displaying 100 of 42908 docs. 0 (0 Kbytes) |HELF] [change settings e.‘\"a]}.'zc: TEmpIa‘ES I MSQS. | Terms I m

r E YYYYMMDD/HH HOST bvies lines host_info time _info doc_info M
r docs/2007/07/16/10/10.1.0 49 1842113 11251 130493 102.764 111610
r docs/2007/07/16/09/10.1.0.49 d b norma l 1867390 11437 129.803 102.591 111241
r docs/2007/07/16/1 1/10.1.0 49 1816549 11125 129.538 102.359 111.008
r docs/2007/07/16/12/10.1.0 49 1704339 10437 126.824 100.048 108.612
r docs/2007/07/16/08/10.1.0 49 1481224 INAR 120,769 95549 103.661
r docs/2007/07/16/13/10.1.0.49 430320 e . ”
- docs/2007/07/05/09/10.1.0.12 288005 Interestin gness
r docs/2007/07/05/09/10.1.0.16 158502 T . R o
r docs/2007/07/05/09/10.1,0.11 - 77539 (a ka | nfO rmation ) IS p ure |y
r docs/2007/07/05/09/10.1.0.6 17907 .
~ docs/2007/07/22/14/10.1.0.35 % 4430 mathemat|Ca| (= I (G L) I )
r docs/2007/07/22/05/10.1.0.35 d 4210 J
r docs 0070731047 4887
r docs/2007/07/22/13/10.1.0.35 - 3324 G 1 H L | f
r docs/2007/07/05/10/10.1.0 28 (@)) 11386 =14 ( )
r docs/2007/07/29/19/10.1.0.47 (- 3746 ng t
r does/2007/07/05/12/10.1.0 38 i’ 11966 — ( ) ( )
r docs/2007/07/27/14/10.1.0.47 7)) 3526 ZPIJIOQZ plj / IogZ d
r docs/2007/07/23/17/10.1.0.35 2660 —
r docs/2007/07/05/12/10.1.0 46 9 10482 Wh ere pij tll:| ) I th i
r docs/2007/07/05/12/10.1.0.51 10653
- e 1ey and tf;; is how many times the
r docs/2007/07/05/14/10.1.0 46 C 9172
- docs/2007/07/05/14/10.1.0 38 o 9637 I'th WO rd occurs in the
r docs/2007/07/05/14/10.1.0.51 9480 -» .
r docs/2007/07/24/10/10.1.0.35 2218 j th fl |e
r docs/2007/07/05/13/10.1.0.46 norma | 6495 o L ous - r s
r docs/2007/07/05/12/10.1.0.7 6688 72 15.857 16.686 15.964
r docs/2007/07/05/13/10.1.0.28 6440 68 15.833 16.230 15.729
|l A 00TOTNSA2T0 10 IR AN fd 15782 16070 15 ARY
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Jul 16 10:00:02 10.1.0.49 local7 info INT_DG Medium Error Disk 4G 3KTIHVCG Key: 3 ASC 16 ASCQ (0 FRU D2 Sense 80008E Info 0889AB00
Jul 16 10:00:02 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 889a800 LUN 7, 00000090 DLRE:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 10 fr2 ea:0,10
Jul 16 10:00:02 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 889aa00 LUN 7, 00000091 DLE:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 {10 fr2 ea:0.10
Jul 16 10:00:02 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 889ac00 LUN 7, 00000092 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 f10 fr2 ea:0,10
Jul 16 10:00:02 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 889ae00 LUN 7, 00000093 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r1 w0 10 f10 {12 ea:0,10
Jul 16 10:00:02 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 889b000 LUN 7, 00000094 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl1 w0 10 10 fr2 ea:0,10
Jul 16 10:00:02 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 889b200 LUN 7, 00000095 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 f10 {r2 ea:0,10
Jul 16 10:00:02 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 889b400 LUN 7, 00000096 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 f10 {r2 ea:0,10
889b600 LUN 7, 00000097 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r1 w0 10 110 fr2 ea:0,10
LUN 7, 00000090 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 110 fr2 ea:0,10
LUN 7,00000091 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 0 w0 11 110 fr2 ea:0,10
LUN 7, 00000092 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 110 fr2 ea:0,10
LUN 7,00000093 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 110 fr2 ea:0,10
LUN 7, 00000094 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 110 fr2 ea:0,10

) )

) )

) )

Jul 16 10:200:02 10.1.0.49 local7 info INT_DG Data recovered disk:4G address:
Jul 16 10:00:02 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
Jul 16 10:00:02 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
Jul 16 10:00:02 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
Jul 16 10:00:02 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
Jul 16 10:00:02 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
Jul 16 10:00:02 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1: LUN 7, 00000095 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 10 w0 11 10 fr2 ea:0.10

Jul 16 10:00:02 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1: LUN 7, 00000096 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 110 fr2 ea:0,10

Jul 16 10:00:02 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1: LUN 7, 00000097 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 110 fr2 ea:0.10

Jul 16 10:00:05 10.1.0 49 local7 info INT_DG Medium Error Disk 4G 3KTIHVCG Key: 3 ASC 16 ASCQ 0 FRU D2 Sense 80008E Info 02244600

Jul 16 10:00:05 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 2244600 LUN 6, 00011223 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 10 {r2 ea:0.10
Jul 16 10:00:05 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 2244800 LUN 6, 00011224 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r1 w0 10 10 fr2 ea:0,10
Jul 16 10:00:05 10.1.0.49 local7 info INT_DG Data recovered disk:4G address: 2244300 LUN 6, 00011225 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 {10 fi2 ea:0,10
Jul 16 10:00:05 10.1.0.49 local? mtn INT_ D(J Dd[dICLn\CI{‘d dM. -1(; dddl(‘ﬁh.‘ 7?4-1L(J(] LUN 6,00011226 DLR(] DL(:(] DRR(] DEL:0, DELR(] DERR:0 rl w0 10 f10 {2 ea:0,10
Jul 16 10:00:0510 1.0 49 loc: DG Daia recover - 2744000 10011277 DLR-0 DLG-0 DRR-0 DEL-0 DELR-0 DERR- v 10 {10 {12 ea-0 10
Jul 16 10200 ? )
Jul 16 10:00:( )
g 2. Which terms convey useful information?

Jul 16 10:00:(

Jul 16 10:200:0% o, DO, DR

Jul 16 10:00:05 10.1 (]—19 local7 info D\‘IT E\iT E\iT \cnh lcamgn I: LU\I 6.0001 I"”‘S DLR(] DLG:0, DRR0, DEL(] DELR( DERR( ) \'.( 11 110 fr2 ea:0,10

Jul 16 10:00:05 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1: LUN 6, 00011226 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 f10 fr2 ea:0.10

Jul 16 10:00:05 10.1.0.49 local7 info DMT_EMT EMT \-crify reassign 1: LUN 6,00011227 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 0 w0 11 110 {r2 ea:0,10

Jul 16 10:00:05 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1: LUN 6, 00011228 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 10 w0 11 10 fr2 ea:0,10

Jul 16 10:00:05 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1: LUN 6,00011229 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 110 fr2 ea:0,10

Jul 16 10:00:05 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1: LUN 6,0001122a DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 {10 fr2 ea:0.10

Jul 16 10:00:07 10.1.0.49 local7 info INT_DG Medium Error Disk 4G 3KTIHVCG Key: 3 ASC 16 ASCQ 0 FRU D2 Sense 80008E Info 02245600

)
)
)
)

Jul 16 10:00:07

Jul 16 10:00:07
Jul 16 10:00:07
Jul 16 10:00:07
Jul 16 10:00:07
Jul 16 10:00:07
Jul 16 10:00:07
Jul 16 10:00:07
Jul 16 10:00:07
Jul 16 10:00:07
Jul 16 10:00:07
Jul 16 10:00:07

10.1.0.49 local7 info INT_DG Data recovered disk:4G address:
10.1.0.49 local7 info INT_DG Data recovered disk:4G address:
10.1.0.49 local7 info INT_DG Data recovered disk:4G address:
10.1.0.49 local7 info INT_DG Data recovered disk:4G address:
10.1.0.49 local7 info INT_DG Data recovered disk:4G address:
10.1.0.49 local7 info INT_DG Data recovered disk:4G address:
10.1.0.49 local7 info INT_DG Data recovered disk:4G address:
10.1.0.49 local7 info INT_DG Data recovered disk:4G address:

10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
10.1.049 local7 info DMT_EMT EMT verify reassign 1:
10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
10.1.0.49 local7 info DMT_EMT EMT wverify reassign 1:

LUN 6,
LUN 6,
LUN 6,
LUN 6,

22435600 LUN 6,0001122b DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r1 w0 10 {10 fr2 ea:0.10
2243800 LUN 6,0001122¢ DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 10 {r2 ea:0,10
2245a00 LUN 6, 0001122d DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 10 {r2 ea:0,10
2245¢00 LUN 6, 0001122¢ DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 fl0 fr2 ea:0.10
2245e00 LUN 6, 0001122f DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl w0 10 {10 {12 ea:0,10
2246000 LUN 6,00011230 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 rl1 w0 10 {10 fr2 ea:0.10
2246200 LUN 6,00011231 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r1 w0 10 {10 {fr2 ea:0.10
2246400 LUN 6,00011232 DLR:0. DLG:0, DRR:0, DEL:0, DELR:0. DERR:0 rl1 w0 10 f10 £r2 ea:0.10
0001122b DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 1O w0 11 {10 {12 ea:0.10
0001122¢ DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 f10 fr2 ea:0,10
0001122d DLE:0. DLG:0, DRR:0, DEL:0, DELR:0. DERR:0 0 w0 11 10 fr2 ea:0.10
0001122e DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 f10 fr2 ea:0,10

Jul 16 10:00:07 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
Jul 16 10:00:07 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
Jul 16 10:00:07 10.1.0.49 local7 info DMT_EMT EMT verify reassign 1:
Jul 16 10:00:07 10.1.049 local7 info DMT_EMT EMT verify reassign [:

LUN 6,
LUN 6,
LUN 6,
LUN 6.

0001122f DLR:0, DLG:0. DRR:0, DEL:0. DELR:0, DERR:0 0 w0 11 {10 fr2 ea:0.10
00011230 DLR:0, DLG:0, DRR:0, DEL:0, DELR:0, DERR:0 r0 w0 11 10 fr2 ea:0.10
00011231 DLR:0. DLG:0, DRR:0, DEL:0, DELR:0. DERR:0 0 w0 11 10 fr2 ea:0.10
00011232 DLR:0, DLG:0, DRR:0O, DEL:0, DELR:0. DERR.:0 rO w0 11 {10 {12 ea:0.10
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Jul 16 10:00:02 10.1.0.49 JKTIHVCG OBB9ARO0

Jul 16 10:00:02 10.1.0.49 disk: 889a800 LUN

Jul 16 10:00:02 10.1.0.49 d 889aa00 LUN

Tul 16 10:00:02 10.1.0.49 d Z-\ 889ac00 LUN

Jul 16 10:00:02 10.1.0.49 d 889ac00 LUN

Jul 16 10:00:02 10.1.0.49 disk: &R9b000

Jul 16 10:00:02 10.1.0.49 d ; 889b200

Jul 16 10:00:02 10.1.0.49 disk:4G 889b400

Jul 16 10:00:02 10.1.0.49 disk:4G &R9bH00

Jul 16 10:00:02 10.1.0.49 . 0, DEL:0, DELR:0, DERR:0 1) w0 ea:0,10
Jul 16 10:00:02 10.1.0.49 191 DLRU. :0, DEL:0, DELR:0, DERR:0 1) w( ea0,10
Jul 16 10:00:02 10.1.0.49 192 DLR:0, :0, DEL:0, DELR:0, DERR:0 1) w( ea0.10
Jul 16 10:00:02 10.1.0.49 163 DLR:0O, :0, DEL:0, DELR:0, DERR:0 1) w( ea0,10
Jul 16 10:00:02 10.1.0.49 194 DLR:0O, :0, DEL:0, DELR:0, DERR:0 1) w0 ea0,10
Jul 16 10:00:02 10.1.0.49 195 DLR:0, :0, DEL:0, DELR:0, DERR:0 1) w0 ea0.10
Jul 16 10:00:02 10.1.0.49 196 DLR:0, :0, DEL:0, DELR:0, DERR:0 10 w( ea0, 10
Jul 16 10:00:02 10.1.0.49 197 DLR:0O, :0, DEL:0, DELR:0, DERR:0 1) w( ea:0,10
Jul 16 10:00:05 10.1.0.49 3KTIHVCG 02244600

Jul 16 10:00:05 10.1.0.49 disk:4G 2244600 LUN 6.00011223

Jul 16 10:00:05 10.1.0.49 d 2244800 LUN 6.00011224

Jul 16 10:00:05 10.1.0.49 disk 2244300 LUN 6. 00011225

Jul 16 10:00:05 10.1.0.49 d 2244¢00 LUN 6. 0001 |22F1

Tul 16 10:00:0 : disk 2744¢

Jul 16 10:00:(
Jul 16 10:00:(
Jul 16 10:00(
Jul 16 10:00:(
Jul 16 10:00:073
Jul 16 10:00:(
Jul 16 10:00:(
Jul 16 10:00:(

Lo LI BT, LD DT, L A I MU, LI 3 Ay

1510.1.049 00011225 DLR:0, :0, DEL:0, DELR:0, DERR.0 () w0 ea:0,10
)
)

Jul 16 10:00:0
)
)
17

)
).1.049 00011226 DLR:0, :0, DEL:0, DELR:0, DERR:0 1) w0 ea0.10
).1.049 00011227 DLR:0, :0, DEL:0, DELR:0, DERR:0 1) w( ea0,10
).1.049 00011228 DLR:0, :0, DEL:0, DELR:0, DERR:0 1) w0 ea0.10
Jul 16 10:00:( )
Jul 16 10:00:( )
)
)

1049 00011229 DLR:0O, :0, DEL:0, DELR:0, DERR:0 1) w( ea:0,10
1049 0001122a DLR:0, 0. DEL:0, DELR:0, DERR:0 1) wO ea:0.10
Jul 16 10:00:07 10.1.0.49 ‘I\[ HVCG 02245600

Jul 16 10:00:07 10.1.049 disk: 2245600 LUN 6. 0001122b

Jul 16 10:00:07 10.1.049 disk: 2245800 LUN 6. 0001122¢

Jul 16 10:00:07 10.1.049 disk:4G 2245300 LUN 6.0001122d

Jul 16 10:00:07 10.1.0.49 disk: 2245c00 LUN 6.0001122e

Jul 16 10:00:07 10.1.049 disk: 2245e00 LUN 6.0001122f

Jul 16 10:00:07 10.1.049 disk: 2246000 LUN 6, 00011230

Jul 16 10:00:07 10.1.049 disk: 2246200 LUN 6. 00011231

Jul 16 10:00:07 10.1.049 disk:4G 2246400 LUN 6. 00011232

Jul 16 10:00:07 10.1.0.49 0001122b DLR:0O, DRR:0, DEL:0, DELR:0, DERR:0 / fl0 112 ea:0,10
Jul 16 10:00:07 10.1.049 0001122¢ DLR:0, DRR:0, DEL:0, DELR:0, DERR:0 y f0 112 ea:0,10
Jul 16 10:00:07 10.1.049 0001122d DLR:0, DRR:0, DEL:0, DELR:0, DERR:0 ' fl0 112 ea:0,10
Jul 16 10:00:07 10.1.0.49 0001122e DLR:0, DRER:0, DEL:0, DELR:0, DERR:0 / 110 12 ea:0,10
Jul 16 10:00:07 10.1.0.49 0001122f DLR:0O, DRR:0, DEL:0, DELR:0, DERR:0 y fl0 112 ea:0,10
Jul 16 10:00:07 10.1.049 00011230 DLR:0, DRR:0, DEL:0, DELR:0, DERR:0 y fl0 112 ea:0,10
Jul 16 10:00:07 10.1.049 00011231 DLR:0O, DRR:0, DEL:0, DELR:0, DERR:0 y fl0 112 ea:0,10
Jul 16 10:00:07 10.1.049 00011232 DLR:0O, DRR:0, DEL:0, DELR:0. DERR:0 / f10 112 ea:0,10

31
51
510
51
31
31
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due to disk 2F error.

15 due to disk EF error.

15 due to disk EF error.

due to disk ¢
due to di

= [C]* mesa verde

Analyze:

fime count

Templates

doc_ weight

b ID pos word host_info count support host weight host count time weight
2 2 info 592 99 16944740 (.89232 90 0.6413
13 13 8F 591 60 150 1.00000 I 0.8540
8 8 LUN 493 60 901319 nezdas 2= N 4870
9 9 15 491 30 72 851
69 14 4.90 30 182608 340
6 6 CITOIS 3.80 60 947 783
010 due 3.80 60 947 785
14 14 error. 3.80 60 947 0.64263 7 0.7854
12 12 disk an 60 951 0.63746 9 0.7825

Useful term statistics.

il 7

._1

- =

0.7265
0.8927

N AITIS

0.7232
07216

R

Q,

Msgs. Terms

doc_count
42864

4

386

4

49

24

24

24

26

A
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Automatically generated message templates
o mean s e, @NC tiMe statistics. 71

(o]
o
-

0 13 0 57 OUTLIERS

1 40 15 100 info lrd 5640 @ Urd: nid0O192 - - 17/0ct/2007 * "POST /RPC2 HTTP/1.0" 200 -

2 20 0 389 cern * kernel: * * slow * *

3 9 301 472 kern err kernel: LustreError; * * * *

4 47 13 102 kern alert kernel: LustreError: dumping log o *

3] 4 760 853 kern * kernel: * dumping log to *

7 6 602 16 kern * kernel; * * * * ¥

) 86 22 132 kern warning kernel: SCSI error : <1 0 0 Oz return code = 0x20000

18 86 22 132 kern warning kernel: end_request: I/O error, dev sde, sector *

200 30 0] 7 kern warning kernel: Call Trace:{schedule_timeout+243} {process_timeout+0} ¥

21 36 0 79 kern warning kernel: Call Trace:{ :libcfs:libefs_nid2str+ 178} {:o0stost_brw _write+2000 } b

22 2 301 0 kern warning kernel: Call Trace:{ :libcfs:libefs_nid2sir+178} * ¢
23 2 600 0 kern warning kernel: Call * {:ost:ost_brw_write+2000} :

LDISKFS-fs (device in ldiskfs_setattr: Readonly filesystem
el:
1el: 94416

Buffer on device sde2, logical block
iel: lost page write due o O on sde?

on device sde2, logic:

age write due

ow journal start 51s
1) slow commitrw commit 35115

for pid
for pid
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Adam Oliner - Stanford
Time and/or Space Correlated Anomalies

James Elliot, Box Leangsuksun - Louisiana Tech
Latent Semantic Analysis

Risto Vaarandi - Cyberdefence Centre of Excellence (EU)
Term Patterns

Within Sandia

Graph Layout (VxOrd) - Shawn Martin
Corporate IT Security - Paiz, Parks, Sery
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> HPC Resilience ).

SNL momentum and support is increasing
(eg resilience was explicitly prioritized in ‘08 LDRD call).

Scientific research, engineering, and operation
requires standardized definitions and measurements.

Logs are a rich resilience research area.
Logs DO contain malfunction and misuse info.
Current practices are painful and insufficient.
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“A computer is in one of two situations. It is either
known to be bad or it is in an unknown state.”

Mike Levine (PSC)
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Standard Metrics: Needed

Everyone uses the same terms (eg MTBF)
but different definitions and measurements.

« BAD PRACTICE!!! (eg procurements and operations)
« BAD SCIENCE!!! (eg quantify algorithm performance)

Challenges:
1. Agree on definitions and measurements
eg: from sysadmin, user, or manager perspective?
2. Change our spoken and written language.
3. Change necessary operational processes and procedures.
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Tri-lab-developed Component State Diagram (Based on SEMI-E10)
Each component is in exactly one non-grey state at all times.

Total Time

no Hardware ves
Operational? Operations
Time

Operations Status: Essential

Need to log V
transitions of e
e a C h n O d e ;\r’}i.tiz‘l"l]]'a:on . * 1o Available? yes +
reconfiguration s (Ready to perform Uptime

among th ree intended function) |
conditions: [Umhedu.m] [ —v ] R

Engineering
Downtime Downtime Time Time
Repair Preventative Maintenance  System Software,
H . Diagnosis System Software or Hardware, or Process
P rOd u Ctl O n U ptl m e Corrective action Hardware Changes experiments or
Verification Facilities Related qualification
Scheduled Downtime ™"

Y

Y
Unscheduled Downtime (MALFUNCTION) Reserved Run Time

Awaiting any work Awaiting specific Performing work
work

Stearley (SNL)’ Daly (LANL)’ Proposed Application State SubDiagram
Hamilton (LLNL) ] I v v

Rework - Checkpoint
SR Restart Time eekl
lme lme

Solve Time

Redundant work Restart overhead Defensive [/O Productive work
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Scheduled

Production Uptime (PU)
ready for immediate use by one or more production
user

Scheduled Downtime (SD)
not in PU for scheduled reasons

Unscheduled Downtime (UD)
not in PU for unscheduled reasons



}j Operations Status: Essential ) .

Given per-component operations status data:

Scheduled
Downtime

one can quantify the ability ,

of an algorithm to predict
—>

or detect

the onset of Unscheduled Downtime
(by analyzing logs, or other data).



